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Introduction

In this paper, the Transmission Control Protocol is to be researched along with its relevant position
in the TCP/IP model. How this protocol operates and attempts to guarantee the delivery of data
reliably and accurately by using the three-way handshake as well as how it is affected by the Two
Generals problem.

The maximum transmission unit shall be explored and the impact it has on transferring data over a
network. The way protocol data unit affects the maximum transmission unit as well as its position in
the OSI model. Also explored is how fragmentation is used to ensure data is able to be transferred.
This paper also aims to explore the use of Synchronicity and asynchronicity in network
protocols and where each is used. Additionally how it is used in |/O dispatch models.

This paper will explore the concept of interoperability in networked applications and how it
can be best achieved through different approaches.

Transmission Control Protocol

Transmission Control Protocol (TCP) is a protocol that is used in the transfer layer of the TCP/IP
model and the OSI model. The TCP/IP model which is a networking model that defines how data is
transmitted over a network from devices connected to the internet to communicate with one
another. The TCP/IP model uses a four-layer procedure to work [1]. The layers are as follows.

e Application layer which is responsible for providing network services to user applications by
using different protocols such as The Hypertext Transfer Protocol (HTTP) for web browsing
or Simple Mail Transfer Protocol (SMTP) to send emails.

¢ Transfer layer uses TCP or User Datagram Protocol (UDP) to ensure and provide reliable
communication between the original device and its intended destination.

* Internet Layer/Network Layer uses the Internet Protocol (IP) to ensure the data is accurately
sent by controlling and routing the traffic.

e Network Access Layer described how data is physically transmitted through the network as
well as defining the Mac address to ensure the data is sent to the correct physical machine.

As stated above on the transfer layer as well as using TCP, UDP can be used. One of the main
differences between these protocols is UDP does not is less reliable as it is a connectionless protocol
which does not check to see if packets are sent and received meaning it continuously sends packets
even if they are not being received [2]. Whereas TCP establishes a reliable connection between the
devices.

The way TCP provides reliable data transfer is by implementing many different techniques. Each
packet of data sent using TCP is acknowledged by the server to ensure the delivery has been
received [3] and if the packets of the sender fail to receive an acknowledgement from the receiver,
then the data can be retransmitted to ensure no data is missing [4]. But before sending data
between devices a connection is made between the devices that the data will be sent by using a
three-way handshake in which the client and server send three messages to each other which can be
seen in Figure 1. The three-way handshake works by the client sending a Synchronization Sequence
Number (SYN) which will contain a sequence number which is a 32-bit random number, an ACK
number and an SYN number uses control flags which are 1-bit which | set to 1 when either machine
wants to establish a connection or 0 to terminate a connection.

As an example the initial sequence number=1234, the ACK=0 and the SYN=1 which tells the server
to open a connection. The second step is the server sends a SYN-ACK with its own sequence number
for example 4321, the ACK=1235 which is the client’s sequence number +1 so that the client knows




the server has acknowledged the request, the SYN is 1 as it is asking the client to open a connection.
The final step is for the client to send an ACK to the server letting the server know the request has
been received so the sequence number is the same as the ACK sent from the server which is 1235,
the ACK is 4322 which is the sequence number from the server +1 and the SYN is 0 as the there is no
connection request being sent only an acknowledgement. Now once all the messages have been
received the two-way connection is successfully established between the client and server. As well
as establishing a connection the TCP protocol also closes the connection. This is done in a similar
way as the connections are made but a FIN is sent rather than a SYN.

Client Server

SYN/ACK

o et

/

Figure 1: TCP three-way handshake [5)

A problem that TCP faces is that both the client and the server cannot know whether the request has
been acknowledged simultaneously therefore synchronization cannot be guaranteed. This is known
as the two generals’ problem [6], this problem is if computer A wants to communicate across an
unsecured network to computer B the only way for computer A to know that computer B got the
message is for computer B to send a message to computer A and the only way for computer B to
know that the messaged is delivered is to get a response from computer A and so forth [7]. The issue
is data may be lost while being sent therefore there is no way for both computers to know 100%
that the message has been received successfully [8]. It is important for a programmer to understand
this problem as the applications developed should be designed to handle such failures and potential
loss of packets as it leads to more reliable network applications.

Referring to Figure 1 and the example above there is no way for the client to know that the server
has received the final ACK after it is sent to the server because the server does not respond.
Therefore, without the server receiving the final ACK it will assume that the client did not receive the
SYN and the client will open its connection, but the server will not know this.

Maximum transmission unit

The maximum transmission unit (MTU) defines the largest size packet that can be transmitted over
the network. Therefore, it has a big impact on the transfer of data over a network. TCP uses MTU is
measured in bytes which dictates the maximum amount of data [9].

As explained above the TCP/IP model contains four layers. The OSI model contains seven layers [10],
where the application layer of the TCP/IP is defined as three different layers Application,
Presentation and Session. It has the same Transport layer where TCP is used as well as the same
Network layer. Although the Network Access layer is split into the Data link layer and the Physical
layer. Each layer in the model uses Protocol Data Unit (PDU). The size of the PDU in each layer of the
0S| model affects the MTU size [11]. This is because PDU defines the different data types that are
transferred from each layer of the OSI model as the data changes between the layers. The data is not
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altered but is transformed as it is transferred between the layers. The PDU for each layer of the OSI
model is listed below [12].

* The Session, Presentation and Application Layers PDU are all referred to as Data.

e Transport layer PDU is referred to as the segment based on TCP which contains a TCP header
containing the receivers and the sender’s TCP port numbers.

e Network layer PDU is referred to as packet which contains the TCP header as well as the
network header containing the IP or logical addresses of the receiver and sender.

¢ Data link layer PDU is referred to as frame, the frame contains both the TCP header and
network header as well as the Medium Access Control (MAC) addresses of the receiver and
sender.

¢ Physical layer PDU is referred to as bit. So, this layer contains bits for the transmission of the
data.

As stated above the size of the PDU affects the MTU. If the PDU size is larger than the MTU size of
the network protocol, then then the data must be fragmented. This means the data is broken into
smaller or equally sized new packets that are lower than the MTU. As an example the usual MTU for
ethernet frames on the data link layer is 1500 Bytes [13] Therefore if a 3500-byte Ethernet packet
arrives it must be fragmented to fit the MTU of 1500 see Figure 2. It will be fragmented into two
1500-byte packets and one 500. Any data sent over the network will have to match the lowest MTU
if one of the routers on the network has a lower MTU than any of the others [14]. If the packet is
lower than the MTU then it will be sent in one packet and will not use fragmentation.

MTU 1500

1500 1500 500

3500 Byt =
yies Bytes Bytes Bytes

Figure 2: MTU fragmentation

It's important to ensure that the MTU size is set appropriately depending on the application
requirements and specific network protocol to attempt to minimize fragmentation [15]. therefore,
MTU size should be adjusted to optimize requirements. The data can be transferred faster and
reduce the day in the network if the MTU is smaller. Whereas having a larger MTU can take longer to
be transmitted in a single connection although it does reduce overhead [16] as the packets do not
need to be reassembled because protocol headers and other control information are contained in
each smaller fragmented packet [17]. This is important to take into account while designing and
developing network applications as by taking into account the MTU it is possible to adjust the size of
the data to limit the amount of fragmentation to ensure better performance by the application.

Synchronicity and asynchronicity in network protocols

In terms of network protocols synchronicity and asynchronicity are two different approaches to
communication. The main difference between these modes is the way that data is transferred,
which provides advantages and disadvantages depending on the application [18].




Synchronous communication in terms of network protocols is where the sender and the receiver
exchange data in real-time simultaneously [19]. In synchronous communication, the sender will wait
for a response and only continue with the next exchange of data once a response is provided by the
receiver. An advantage of synchronicity in network protocols is to ensure that the correct data is
being sent and received. Also, it is simple to determine if and when the data transfer is complete this
allows for any errors to be fixed. Because a response is needed to continue this causes one of the
main disadvantages of synchronous communication in network protocols is that it can reduce
performance, cause delays and slow down the overall data transfer process if the response takes too
long.

The network protocol Hypertext Transfer Protocol (HTTP) commonly uses synchronous
communication as once a request is made the sender cannot continue until a response is received
[20]. Although this can be a process that can take milliseconds depending on latency the sender still
cannot continue which is an issue when an HTTP request is blocked or fails.

Applications that may use synchronous communication are real-time video or audio transmission
such as live streaming. Online gaming also uses synchronous communication as players must react to
other players’ actions in real-time, this is because all players must synchronized.

Unlike synchronous communication, using asynchronous communication the sender does not need
to wait for a response from the receiver in order to continue with the next exchange of data [18].
The sender and receiver do not need to be synchronized to exchange data. Therefore, it will
continue to exchange data without getting confirmation it is being received. This can lead to issues
as it is difficult to ensure that the correct data is being sent and received [21]. Meaning errors cannot
be easily corrected [22]. On the other hand because asynchronous does not wait for a response to
continue this can improve efficiency and performance as it can continue to send and receive
requests simultaneously. Also, if there is a long response time it does not have such a bigimpact on
the service in comparison to synchronous communication.

Two network protocols that use asynchronous communication are Simple Mail Transfer Protocol
(SMTP) and File Transfer Protocol (FTP) which both are TCP/IP protocols. SMTP is most commonly
used by email clients in order to send and receive mail. FTP is a protocol that is used to transfer files
from a server to a client over a network. Asynchronicity is used in these protocols because there is
no need for an immediate response from the receiver. Web servers must also be asynchronous as
clients can connect and disconnect at anytime therefore, they should not wait for a response from
every client.

In computer programming, input/output (1/0) dispatching is the process of handling input and
output operations [23]. Synchronous and asynchronous are two approaches to I/0 dispatching. The
program uses a call-back function in asynchronous I/0 dispatching which allows the program to
continue executing [24] other tasks and then call-back is executed once that operation is completed.
For example, if a large file is downloaded from the internet, the program will start the download and
complete other tasks, and once the download is complete it will tell the program. Whereas
synchronous /0 dispatching the operation must finish before anything else is allowed to be
executed. This can lead to long delays to the application as the program is blocked until the I/0
operation is complete.

As stated above using synchronous or asynchronous programming can have an impact on the
performance of the application or system. Therefore, as a programmer, it is important to decide
whether to use synchronous or asynchronous programming depending on the requirements of the




system or application that is being developed and by taking into consideration the advantages and
disadvantages of each approach.

Interoperability

Interoperability is the ability of different network systems and applications to be able to
communicate and connect with each other efficiently without any need for the end user to do
anything or have any specific knowledge [25]. This is important to allow the systems to communicate
and work together without compatibility issues no matter technology, platform, or vendor used.
Failing to achieve interoperability can lead to a divide in technology where different systems or
vendors cannot communicate with each other. It also could cause people to be forced into using a
certain technology or eliminate the ability to communicate with other systems [26].

Because there are many different devices, applications and systems that are used to exchange data
it can be difficult to achieve interoperability across many different networks with different users, but
this is what makes it important.

One way to help achieve interoperability is to use standardization of protocols and data formats that
have been agreed upon by the different systems and applications. Using the more popular standards
is even better to ensure that many different systems can communicate together without any
trouble. By using different standards compatibility issues can be had making it difficult to achieve
interoperability. The use of open standards can help ensure interoperability as these are publicly
available and can be used by anyone [27]. Examples of open standards that can be used in
networked applications are HTTP which makes building and deploying web-based services and
applications easier as it provides a standardized way for different web applications to interact with
one another [28]. Also, JavaScript Object Notation (JSON) is an open standard data format that is
easy to write and read by both humans and computers making it widely used. JSON can also be
understood by many programming languages meaning it is very popular. TCP/IP can also be used as
a communication protocol because it is implemented by many vendors and on most machines [29].

Another way to help ensure interoperability is to have a well-designed Application Programming
Interface (API) in order to allow software systems to interact and also allow developers to build
applications that can communicate and interact with other systems more easily. The APl should be
standardized and kept consistent to attempt to achieve interoperability. In order for the APIs to be
used by more developers which is important for interoperability, they should be easy to use and
understand but also include clear documentation [30]. One of the benefits of using APIs is that they
can be developed using different programming languages [31]. If two developers were using
different languages as long as they both use the same API they can exchange data between their
applications because APIs use a standardized interface.

To achieve interoperability of different systems and applications to ensure that they can work
together as intended, compatibility testing should be done [32]. The main way this testing should be
done is to test across a range of platforms and environments to ensure that the system can work
with a variety of different software and hardware configurations [33]. Also, perform the tests to
ensure that the system can handle different types of data inputs and outputs by using different data
formats and protocols. Another problem that can lead to failure of interoperability is working with
different versions of software, therefore it is important to test using different software versions.




Conclusion

To conclude, firstly TCP is an important protocol to ensure data is transferred correctly and
accurately. Although the two generals problem can cause issues the three-way handshake attempts
to ensure the safe delivery of data by acknowledging when data is received and sent.

The MTU and PDU are important to consider while designing and developing network applications it
is also good to consider the effects IP fragmentation can have.

There are many different benefits and drawbacks to both synchronicity and asynchronicity in
network protocols therefore it is important to take into consideration these benefits and drawbacks
while developing networked applications.

Although interoperability can be difficult to achieve it is an important factor to consider while
developing networked applications and there are many ways to help achieve it.
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